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1
Decision/action requested

This contribution proposes a solution to protect small data at idle mobility using Registration complete message
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Rationale

This contribution proposes a method of protecting small data during idle mobility. The proposal is to include the user data in the Registration Request message which is protected based on the initial NAS protection specified in TS 33.501 [2]. The advantage of this proposal is that the existing procedure and security context handling are used without any change. 
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Detailed proposal

It is proposed SA3 approved the below pCR is included in the TR [1].
***** START OF CHANGES *****

6.X
Solution #X: Security protection of small data at idle mobility
6.5.X
Introduction

This solution addresses key issue #2: Integrity protection of small data and key issue #3: Encryption of small data in this TR. 
6.5.X
Solution details 
This solution is an enhancement of solution #1 to address the issue of transferring the user data during a Registration procedure that may result in a change of AMF. A potential issue of sending small data in the Registration Request is that AMF change may involve a horizontal KAMF derivation, thereby the target AMF not being able to process the small data included in the Registration Request message. 

In case of AMF change, the target AMF forwards the Registration Request message to the source AMF and the source AMF checks the integrity of the Registration Request. In addition, the source AMF decrypts the encrypted data IE and sends the decrypted data back to the target AMF. 
Editor’s Note: More details of the solution are needed.
6.5.X
Evaluation

TBD
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